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Models: All MX Series 

Priority: Medium 

Date: December 2009 

Subject: Simplifying LDAP Setup on the MFP for Global Address Book 

Details: This document will show the minimum required fields on the MFP in order to configure 
the Global Address Book on the MFP. 
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The picture on the previous page shows the Global Address Book Settings web page from the MX-3100N.  
Other models will have a similar screen to configure a Global Address Book.  This is accessed by clicking on 
the Network Settings link and then LDAP Settings and then the Add button to add a new Address Book. 
 

1. Name.  This is a name for the Global Address Book.  If there is only one it could even be named 
Address Book. 

2. Search Root.  This is where the MFP should start looking for users.  This field is not required, but 
searching may take longer without it.  This is a confusing one because while it describes a path to 
the user folder, it is unusual.  The Search Root could look like this example: 

 
 
 

 
3. LDAP Server.  This is the hostname or IP address of the LDAP server.  Example: 

 
 
 
 
 

4. Server Type.  Leave this at the default for almost every situation.  If a custom LDAP configuration is 
in use, the customer should be able to provide the information needed for the custom fields.  

 
5. Port Number.  Leave this at the default of 389 unless the customer says that they use another port. 

 
6. Timeout.  Leave this at 5 seconds unless troubleshooting an error. 

 
7. User Name.  There should be a user account for the MFP to use to access the LDAP server.  Enter 

the account name in here.  *If Anonymous authentication is allowed, then no user name is needed. 
 

8. Password.  Click the Change Password box and then type in the password associated with the user 
name.  *Not required if using Anonymous authentication. 

 
9. Authentication Type.  Select the Authentication Type from the drop down menu. 

 

 
10. Connection Test.  Click the Execute button to verify that the settings are good. 

 ou=sales,dc=example,dc=org 

IP address: 172.20.1.1 

Hostname: server1.example.org 

Anonymous Username and password not required 

SIMPLE Username and password are required 

DIGEST-MD5 Username and password are required 

NTLM Username and password are required 

Kerberos Username, password, and Kerberos configuration required 
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When configuring the Global Address Book, please keep in mind the following troubleshooting tips: 
 

1. Know the IP address of the LDAP server 

Make sure you know the IP as well as the host name so you can test both 

2. Know the Search Root (or path) to the folder the users are stored in 

Search root is done in CN= format (canonical name) 

If the customer’s server domain tree is test.com and the users are stored in the default folder of 
Users then the search root will look like: 
cn=users,dc=test,dc=com  (with no spaces) 
 
If the server uses Organizational Units or OU then the search root will look like:  
ou=ouname,dc=test,dc=com 
 
To find the search root we recommend using ADSIEdit.msc from the Microsoft® support tools on 
the server, or a third party application such as SofterraTM LDAP Browser.  
           

3. Know the authentication type they are using. 

Test with the other Authentication Types if the configuration does not work with the first try. 

1. Test with Anonymous and leave the User Name and Password fields blank. 

2. Test with the Simple Authentication Type and use a generic User Name and Password 
created for the MFP specifically.  We have found in some cases that an administrator’s 
password may not work properly. 

3. Test NTLM the same way Simple is tested. 

4. The administrator will know and have proper credentials if using Kerberos or Digest-5. 

When testing the configuration, go to the MFP web page, to the Address Book link on the left and click the 
Add button, then click the Global Address Search button.  Type in just an asterisk (*) for the Search Name 
and click the Search button to find all addresses.  If the search comes up with no results, test with the next 
Authentication Type in the list.  If none of the Authentication Types produce any results then go back and 
test all Authentication Types again only leave the Search Root field blank. 
 
If following these steps does not help resolve the trouble, use a program such as WiresharkTM to capture the 
communication between the MFP and the server and review the capture to determine where the trouble is. 
 


